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(57) ABSTRACT

An information security attachment device for voice com-
munication and an information security method for voice
communication using the same are provided. The informa-
tion security attachment device includes a user interface
unit, a compression unit, an encryption and decryption unit,
and a conversion unit. The user interface unit receives an
information security request from a user, and displays
whether or not information security is being performed. The
compression unit compresses a voice signal. The encryption
and decryption unit encrypts the compressed voice data in
response to an information security request or an informa-
tion security control command, requests a terminal to send
the encrypted voice data, decrypts the encrypted voice data
in response to an information security request or an infor-
mation security control command, and outputs the decrypted
voice data. The conversion unit restores the voice data to an
analog voice signal, and outputs the restored analog voice
signal.

15 Claims, 5 Drawing Sheets

16



US 9,467,428 B2
Page 2

(56)

References Cited

U.S. PATENT DOCUMENTS

5,974,043 A * 10/1999

6,842,523
8,526,616

2002/0183005
2003/0009659

2004/0009775
2005/0265546
2006/0116107

2006/0143455

BL*

B2 *

Al
Al*

Al*

Al*

Al*

Al

1/2005

9/2013

12/2002
1/2003

1/2004

12/2005

6/2006

6/2006

Solomon ................ HO04M 11/06
370/352
Niwa oo, HO04L 9/0894
380/278
Feudo .....cccovvnn. HO04L 9/321
380/247
Yi et al.
DiSanto ................. HO04K 1/00
713/151
Kang ..o HO04W 12/04
455/450
Suzuki ..o HO4L 9/0662
380/44
Hulvey .............. HO04M 1/6066
455/411
Gitzinger

2006/0198520 Al*
2009/0222659 Al*
2010/0166182 Al*
2010/0220850 Al*

9/2006
9/2009
7/2010
9/2010

Courtney .............. HO4L 1/0056
380/247

Miyabayashi ...... HO4L 63/0823
713/156

Berggren ................. HO04K 1/00
380/257

Gisby oo HO04K 1/00
379/211.02

FOREIGN PATENT DOCUMENTS

CN 101304306
CN 101567885
CN 102843677
KR 10-2002-0089742
KR 10-2007-0060302
KR 10-2011-0100373
KR 10-1107241
WO 2004/057827
WO 2007/066943

* cited by examiner

A
A
A
A
A

A

Bl
A2
Al

11/2008
10/2009
12/2012
11/2002
6/2007
9/2011
1/2012
7/2004
6/2007



U.S. Patent Oct. 11, 2016 Sheet 1 of 5 US 9,467,428 B2

12
WIRELESS —— — é
NETWORK

28

é 24 26
P S |
é NETWORK

FIG. 1



US 9,467,428 B2

Sheet 2 of 5

Oct. 11, 2016

U.S. Patent

¢ Ol
[ [ — — 1
| 9€~— 1INN NOLL |___ 1INN NOIL| | 1INN NOIS | | 1NN
| -YNIWY313d ™| “VHOLS et -¥IANOD {r{LNdLNO|
| 1NN _ NOLLdA¥D3[*7 | | | 3010A via | | 3d10A
ONISSID0Yd |
NOLLdI3Y ¥ i/ o/
_ 1INN ILL_BZy_ Qv | Vv
I T e RERMT
— _ m@m 9t _ A4
_ 1INN _ 1INA
NosSenaL | ! ——={ ONISSID0Yd | = 3DVIYILNI
R - ege~ ONVWNOD | | ¥3sn
( “ [y 2% oz%m_uwo%_ “ om
g€
| 1NN NOLLJA¥ON3 | ave mm Btre 43
|_[oNISSID0Yd _
| SINSNvaL 1INN NOLL | Il 1NN 1INN || LINN
96~ -YNINY3L3a AI_T ONIQOD |{NOISYIANOD}eH LNdNI
L G9€~ NOLLJA¥DNI | || 3o10A an 1| 3o10A
|||||||||||| .Y = _1



US 9,467,428 B2

Sheet 3 of 5

Oct. 11, 2016

U.S. Patent

¢ OH

| i

1Nd1iNG ¥3a0233d 1Nd1No . - o 1Nd1NO ¥3d023a LNdLNO
ANV 3DI0A Q3AIED3Y LdAND3d " o ~ | ANV 3DI0A QIAIIDIY LdAYD3d
1Nd1NO J3.L1dA¥DNI 1Nd1NO G31dAdDNI

AaN3S ANV 3DI0A INdNTL 40 | - - AN3S NV 3D10A 1NdNI 40
1Nd.LNO J3A0D0A 1dAYDN] 1Nd1NO ¥IAODOA LdAYONS

_ _

NOLLONNI ALRND3S NOLLONNA ALIIND3S
NOILVWYO4INI 40 NOILVILINI NOLLVIWHO4NI 30 NOLLVILINI
30 NOLLYOHILON 3dIAO¥d 40 NOILYIIEILON JAINCYd
I |
1 1
JOVSSIN TOULNOD ALTNNDIS > - = IDVSSIN TOULNOD ALTHNDIS
NOLLYWYO4NI JAITD3Y NOLLYWHO4NI JAIID3Y
3OVSSIN TOULNOD ALTINDIS | - - IOVSSIN TOULNOD ALTEND3S
NOLLYWYOINI ON3S - - - NOLLYWHOINI AN3S
[ I
NOLLDNMS NOILLONN4
ALRINI3S NOLLYINYOINI ALINNI3S NOLLVWHOINI
10 IDNVYNEO4H3d 40 102010ud 40 FIDINVINHOLd3d 40
NOLLVOIHLLON 3AINAQ¥d JONYHOXI AIN NOLLYDIJLLON 3dINO¥d

_
1S3NDIY ALRIND3IS
NOLLYWYOLNI ¥3SN 3LVHINIO
|
IDI0A QIAIEIDIY 40 - > - DIOA JIAITDIY 40
S11NS$3¥ ¥3A023A LNdLNO S11NS3Y ¥3d023d 1Nd1NO
IDI0OA LNdNI 40 - - » 32I0A LNdNI 40
1NdLNO ¥3A0D0A AN3IS [ - B 1NdLNO ¥3A0I0A AN3S
T

|
NOLLYDINNWINGD 3DI0A
¥0O4 9 30IA3d LINFIWHOVLLV
ALIND3S NOILVINYOINI

ANOHd F11940W

INOH43 131
dIM HO

INOHdI13L
Q3PIM HO
INOHd 190N

NOILLYOINNIWWOD 3DI0A
304 ¥ IDIAIA INTFWHOVLLY
ALIMND3S NOLLVIWYO4NI




U.S. Patent

Oct. 11, 2016

Sheet 4 of 5

PROCESS INPUT VOICE
VIA A/D CONVERTER AND
VOICE CODING UNIT

~—S10

-

§12

IS
ENCRYPTICN
FUNCTION BEING
PERFORMED?

NO

ENCRYPT CODED VOICE
INFORMATION

514

l S24

TRANSFER CODED VOICE
INFORMATION

S16

ISIT
NECESSARY TO
TRANSFER INFORMATION
SECURITY CONTROL
MESSAGE?

REQUEST SENDING OF
INFORMATION SECURITY
CONTROL MESSAGE

—~S518

Y

SEND MESSAGE VIA
CHANNEL TRANSMISSION
AND RECEPTION UNIT

~—520

526
l

ENCRYPTED VOICE
INFORMATION OR CODED
VOICE INFORMATION

l

SEND ENCRYPTED VOICE
INFORMATION OR CODED
VOICE INFORMATION VIA
CHANNEL TRANSMISSION

AND RECEPTION UNIT

I

S22

CALL
TERMINATED?

NO

$28

FIG.

US 9,467,428 B2




U.S. Patent Oct. 11, 2016

Sheet 5 of 5

US 9,467,428 B2

TRANSFER RECEIVED MESSAGE OF
CHANNEL TRANSMISSION AND
RECEPTION UNIT TO RECEPTION

PROCESSING UNIT

~-S30

IS RECEIVED
MESSAGE INFORMATIO

YES 542

SECURITY CONTROL
MESSAGE?

IS DECRYPTION

t !/

TRANSFER RECEIVED
MESSAGE TO COMMAND
PROCESSING UNIT SO
THAT INFORMATION
SECURITY CONTROL
FUNCTION IS PERFORMED

NO

FUNCTION BEING
PERFORMED?

S44

Y

DECRYPT PROTECTED
VOICE INFORMATION

TRANSFER COMMON

~—3536|  VOICE INFORMATION

|

-

¥

PROCESSING AND OUTPUT VIA
VOICE RESTORATION UNIT AND
D/A CONVERSION UNIT

~-538

S40

CALL TERMINATED?

NO

FIG. 5



US 9,467,428 B2

1

INFORMATION SECURITY ATTACHMENT
DEVICE FOR VOICE COMMUNICATION
AND INFORMATION SECURITY METHOD
FOR VOICE COMMUNICATION USING THE
SAME

CROSS REFERENCE TO RELATED
APPLICATIONS

This application claims the benefit of Korean Patent
Application No. 10-2013-0059839, filed on May 27, 2013,
which is hereby incorporated by reference in its entirety into
this application.

BACKGROUND OF THE INVENTION

1. Technical Field

The present invention relates generally to an information
security attachment device for voice communication and an
information security method for voice communication using
the same and, more particularly, to an apparatus and method
that are capable of providing an information security func-
tion for voice communication using a commercial mobile
terminal or a wired telephone.

2. Description of the Related Art

With the development of technology, many users
exchange information using various types of devices, such
as mobile terminals or wired telephones.

However, a wired telephone is exposed to wire tapping,
and a mobile terminal does not provide end-to-end infor-
mation security but provides a security function only for
information transmitted in a wireless section between the
mobile terminal and a base station. As a result, they have the
danger of malicious eavesdropping or wire tapping.

The mobile terminal or the wired telephone also provides
a call function via a hand-free headset or a wireless tele-
phone receiver for convenience of a user.

Accordingly, a section between the headset and the ter-
minal or a section between the wireless telephone receiver
and the terminal also has the danger of wire tapping. Some
headsets provide a security function for information in a
section of connection with a mobile terminal, but have the
possibility of wire tapping in other sections.

Korean Patent No. 1107241 discloses an apparatus and
method for providing speech secure communication in
which, after a mobile terminal is connected to a dongle for
cipher communication, authentication is performed between
dongles for cipher communication on the transmission and
reception sides in the state in which a communication path
has been set up, the dongles for cipher communication on
the transmission and reception sides perform encryption on
transmission data and decryption on reception data when the
authentication is successful, thereby providing cipher com-
munication via the dongles for cipher communication.

Korean Patent No. 1107241 provides a method in which
a first mobile terminal and a second mobile terminal are
connected over a network and provide cipher communica-
tion, including (a) when a first dongle for cipher communi-
cation that is connected to the first mobile terminal receives
a request for cipher communication from the first mobile
terminal, providing sync information including an encryp-
tion key to a second dongle for cipher communication that
is connected to the second mobile terminal via the second
mobile terminal; (b) determining, by the second dongle for
cipher communication, whether or not the sync information
is normal; (c) if, as a result of the determination, it is
determined that the sync information is normal, extracting,
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by the second dongle for cipher communication, the encryp-
tion key from the sync information, entering cipher com-
munication mode according to the encryption key, and
providing, by the second dongle for cipher communication,
the first dongle for cipher communication with information
that provides notification of the entry of cipher communi-
cation mode sequentially via the second mobile terminal and
the first mobile terminal, and if, as a result of the determi-
nation, it is determined that the sync information is not
normal, performing, by the second dongle for cipher com-
munication, a corresponding operation; (d) entering, by the
first dongle for cipher communication, cipher communica-
tion mode according to the encryption key included in the
sync information; (e) when the first dongle for cipher
communication enters cipher communication mode,
encrypting, by the first and the second dongles for cipher
communication, voice information or data received via
headsets according to the encryption key, providing, by the
first and the second dongles for cipher communication, the
encrypted voice information or data to the first and the
second mobile terminals connected to the first and the
second dongles, decrypting, by the first and the second
dongles for cipher communication, voice information or
data received from the first and the second mobile terminals
according to the encryption key, and outputting, by the first
and the second dongles for cipher communication, the
decrypted voice information or data to the headsets.

The mobile terminal described in Korean Patent No.
1107241 should issue an information security command to
the dongle for information security communication. Since
the dongle for information security communication per-
forms an information security function, the section between
the dongle for information security communication and the
headset is not an information security section.

SUMMARY OF THE INVENTION

Accordingly, the present invention has been made keep-
ing in mind the above problems occurring in the prior art,
and an object of the present invention is to provide an
information security attachment device for voice communi-
cation and an information security method for voice com-
munication using the same, which are capable of preventing
illegal access by a third party by protecting user voice
information transmitted via a mobile terminal or wired
telephone to which an attachment apparatus, such as a
headset, can be connected in an end-to-end manner.

In accordance with an aspect of the present invention,
there is provided an information security attachment device
for voice communication, including a user interface unit
configured to receive an information security request from a
user, and to display whether or not information security is
being performed; a compression unit configured to compress
a voice signal received from the user by digitizing the voice
signal; an encryption and decryption unit configured to
encrypt the compressed voice data in response to an infor-
mation security request from the user or an information
security control command of a counterpart information
security attachment device, to request a terminal to send the
encrypted voice data, to decrypt the encrypted voice data
received from the terminal in response to an information
security request from the user or an information security
control command of the counterpart information security
attachment device, and to output the decrypted voice data;
and a conversion unit configured to restore the voice data
decrypted by the encryption and decryption unit to an analog
voice signal, and to output the restored analog voice signal.
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When the information security request or the information
security control command of the counterpart information
security attachment device is received in common call
mode, the encryption and decryption unit may enter infor-
mation security control mode, may exchange keys with the
counterpart information security attachment device, may
encrypt the compressed voice data when the exchange of
keys is completed, and may request the terminal to send the
encrypted voice data.

When the information security request or the information
security control command of the counterpart information
security attachment device is received in common call
mode, the encryption and decryption unit may enter infor-
mation security control mode, may exchange keys with the
counterpart information security attachment device, may
decrypt the encrypted voice data received from the terminal
when the exchange of keys is completed, and may output the
decrypted voice data.

The encryption and decryption unit may exchange
encryption keys for encryption and decryption with the
counterpart information security attachment device via a key
exchange protocol in order to perform an information secu-
rity function, and may perform the information security
function on the voice data based on the encryption key.

The encryption and decryption unit may include a com-
mand processing unit configured to generate an information
security control command in response to the information
security request, and to determine whether or not to perform
information security by analyzing the information security
control command received from the terminal; an encryption
determination unit configured to activate information secu-
rity mode for the voice data, compressed by the compression
unit, in response to the information security control com-
mand from the command processing unit; an encryption
processing unit configured to encrypt the voice data com-
pressed by the compression unit when the information
security mode is activated by the encryption determination
unit; a transmission processing unit configured to send the
information security control command of the command
processing unit to the terminal, and to send the voice data
encrypted by the encryption processing unit to the terminal;
a decryption determination unit configured to determine
whether or not to decrypt the voice data received by the
terminal when the information security mode is activated by
the command processing unit; a decryption processing unit
configured to decrypt the voice data received by the terminal
when the decryption determination unit determines to
decrypt the received voice data; and a reception processing
unit configured to send the information security control
command, received by the terminal, to the command pro-
cessing unit, and to send the voice data, received by the
terminal, to the decryption determination unit.

The transmission processing unit may connect the infor-
mation security control command and the identifier of the
information security control command when the information
security control command is received via the command
processing unit, and may send the information security
control command instead of the voice data to the terminal in
an in-band signaling manner.

The transmission processing unit may send the voice data,
encrypted by the encryption processing unit, to the terminal
when information security call mode is entered by exchang-
ing the information security control commands with the
terminal.

The decryption processing unit may perform a decryption
operation on the encrypted voice data received from the
reception processing unit using a method corresponding to
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the encryption processing unit, and may send the results of
the decryption operation to the conversion unit.

The command processing unit may determine the initia-
tion and termination of an information security function by
analyzing the information security control command
received via the user interface unit and the reception pro-
cessing unit.

The user interface unit may include an input unit config-
ured to receive a request for and termination of a call and a
request for and termination of information security; and a
display unit configured to display call status and whether or
not information security is being performed.

The information security attachment device may further
include a channel transmission and reception unit configured
to transmit and receive the voice data and the information
security control command between the encryption and
decryption unit and the terminal.

The terminal may include a mobile terminal or a wired
telephone.

In accordance with another aspect of the present inven-
tion, there is provided an information security method for
voice communication, including receiving, by a user inter-
face unit, an information security request from a user, and
displaying, by the user interface unit, whether or not infor-
mation security is being performed; compressing, by a
compression unit, a voice signal received from the user by
digitizing the voice signal; encrypting, by an encryption and
decryption unit, the compressed voice data in response to an
information security request from the user or an information
security control command of a counterpart information
security attachment device, and requesting, by the encryp-
tion and decryption unit, a terminal to send the encrypted
voice data; decrypting, by the encryption and decryption
unit, encrypted voice data received from the terminal in
response to an information security request from the user or
an information security control command of the counterpart
information security attachment device, and outputting, by
the encryption and decryption unit, the decrypted voice data;
and restoring, by a conversion unit, the decrypted and output
voice data to an analog voice signal, and outputting, by the
conversion unit, the restored analog voice signal.

Encrypting the compressed voice data and sending the
encrypted voice data to the terminal may include entering
information security control mode when the information
security request or the information security control com-
mand is received in common call mode, and exchanging
keys with the counterpart information security attachment
device; and encrypting the compressed voice data when the
exchange of keys is completed, and requesting the terminal
to send the encrypted voice data.

Decrypting the encrypted voice data and outputting the
decrypted voice data may include entering information
security control mode when the information security request
or the information security control command is received in
common call mode, and exchanging keys with the counter-
part information security attachment device; and decrypting
the encrypted voice data received from the terminal when
the exchange of keys is completed, and outputting the
decrypted voice data.

BRIEF DESCRIPTION OF THE DRAWINGS

The above and other objects, features and advantages of
the present invention will be more clearly understood from
the following detailed description taken in conjunction with
the accompanying drawings, in which:



US 9,467,428 B2

5

FIG. 1 is a diagram illustrating the configuration of a
network to which an information security attachment device
for voice communication according to an embodiment of the
present invention has been applied;

FIG. 2 is a diagram illustrating the internal configuration
of the information security attachment device for voice
communication according to an embodiment of the present
invention;

FIG. 3 is a diagram illustrating a method of processing the
voice communication information security function of the
information security attachment device for voice communi-
cation according to an embodiment of the present invention;

FIG. 4 is a flowchart illustrating the voice transmission
function of an information security method for voice com-
munication according to an embodiment of the present
invention; and

FIG. 5 is a flowchart illustrating the voice reception
function of an information security method for voice com-
munication according to an embodiment of the present
invention.

DESCRIPTION OF THE PREFERRED
EMBODIMENTS

An information security attachment device for voice
communication and an information security method for
voice communication using the same according to embodi-
ments of the present invention will be described below with
reference to the accompanying drawings. Prior to the fol-
lowing detailed description of the present invention, it
should be noted that the terms and words used in the
specification and the claims should not be construed as being
limited to ordinary meanings or dictionary definitions.
Meanwhile, the embodiments described in the specification
and the configurations illustrated in the drawings are merely
examples, and do not exhaustively present the technical
spirit of the present invention. Accordingly, it should be
appreciated that there may be various equivalents and modi-
fications that can replace the examples at the time at which
the present application is filed.

FIG. 1 is a diagram illustrating the configuration of a
network to which an information security attachment device
for voice communication according to an embodiment of the
present invention has been applied.

Referring to FIG. 1, users 10 and 12 who wear headsets
for information security, each of which is a kind of infor-
mation security attachment device for voice communication
according to the present invention, may connect commercial
mobile terminals 20 and 22 to respective information secu-
rity attachment devices, and may then perform voice com-
munication whose information has been secured with coun-
terparts who own the information security attachment
devices over a wireless network 18. An information security
attachment device for voice communication refers to a
device for preventing illegal access by a third party by
protecting user voice information transmitted through a
mobile terminal or a wired telephone that can be connected
to an attachment apparatus, such as a headset, in an end-to-
end manner. Accordingly, the information security attach-
ment device for voice communication according to the
present invention may be considered to be connected to a
commercial mobile terminal or a commercial digital wired
telephone and then used.

Furthermore, users 14 and 16 who use receivers for
information security may connect commercial wired tele-
phones 24 and 26 to respective information security attach-
ment devices, and may then perform voice communication
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6

whose information has been secured with counterparts who
own the information security attachment devices over a
wired network 28.

The users 10 and 12 who use the headsets for information
security and the users 14 and 16 who use the receivers for
information security may connect the commercial mobile
terminals 20 and 22 and the wired telephones 24 and 26 to
the respective information security attachment devices, and
may then perform voice communication whose information
has been secured with the counterparts who own the infor-
mation security attachment devices over the wired or wire-
less networks 18 and 28.

The operating principle of the voice information security
function of the information security attachment device for
voice communication will be described below by taking as
an example a situation in which a call is made through
connection between the mobile terminals 20 and 22 or the
wired telephones 24 and 26.

For example, when one of the users (hereinafter also
referred to as “callers™) 12 and 16 who have the information
security attachment devices for voice communication on
both sides requests an information security function in a
situation in which a common call is being performed, a key
exchange protocol is performed between the information
security attachment devices for voice communication of the
callers 12 and 16 on both sides using an information security
control command (e.g., having a specific message form) in
order to perform the function of the information security of
a channel via which voice information is exchanged. When
the procedure of performing the key exchange protocol is
normally completed, the information security attachment
devices for voice communication of the callers 12 and 16 on
both sides generate an information security channel and
perform a call while protecting voice information. As a
result, when an information security request is received from
a user who uses an information security attachment device
A for voice communication or an information security
control command is received from a counterpart information
security attachment device (i.e., an information security
attachment device B for voice communication), the infor-
mation security attachment device A for voice communica-
tion performs a key exchange protocol along with a coun-
terpart information security attachment device and then
performs encryption and decryption.

In common call mode, the information security attach-
ment devices for voice communication of the callers 12 and
16 on both sides exchange voice information through the
mobile terminal 22 and the wired telephone 26. In informa-
tion security call mode, the information security attachment
devices for voice communication of the callers 12 and 16
exchange voice information that has been secured. Further-
more, if an information security function is activated or
deactivated, the information security attachment devices for
voice communication of the callers 12 and 16 exchange
information security control commands (e.g., having a spe-
cific message form) instead of voice information.

FIG. 2 is a diagram illustrating the internal configuration
of the information security attachment device for voice
communication according to an embodiment of the present
invention.

The information security attachment device for voice
communication according to an embodiment of the present
invention includes a user interface unit 30, a voice input unit
32, a compression unit 34, an encryption and decryption unit
36, a channel transmission and reception unit 38, a conver-
sion unit 42, and a voice output unit 44.
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The user interface unit 30 receives an information security
request from a user, and displays whether or not information
security is being performed. The user interface unit 30 may
include an input unit configured to receive a request for and
the termination of a call and a request for and the termination
of information security, and a display unit configured to
indicate call status and whether or information security is
being performed. Although the input unit and the display
unit are not illustrated in FIG. 2, those skilled in the art will
readily understand that the input unit and the display unit are
included in the user interface unit 30. Furthermore, the input
unit may be understood to include an information security
request button that is turned on/off by a user.

The voice input unit 32 receives a voice signal form a
user.

The compression unit 34 digitizes and compresses the
voice signal of the user received from the voice input unit
32. The compression unit 34 may include an A/D conversion
unit 34a configured to convert the analog voice signal of the
user, received from the voice input unit 32, into digital data
(e.g., PCM data), and a voice coding unit 345 configured to
compress the digital data (e.g., PCM data) output from the
A/D conversion unit 34a.

Based on the information security request from the user,
the encryption and decryption unit 36 encrypts the voice
data compressed by the compression unit 34, and then sends
the encrypted voice data to a terminal 40. Furthermore, in
response to an information security control command from
the terminal 40, the encryption and decryption unit 36
decrypts the encrypted voice data received from the terminal
40, and then outputs the decrypted voice data.

In common call mode, the encryption and decryption unit
36 may generate an information security control message
corresponding to an information security request received
via the user interface unit 30 in response to the information
security request, may send the information security control
message to the terminal 40, may perform the exchange of
keys with a counterpart information security attachment
device, may encrypt compressed voice data when the
exchange of keys is completed, and may send the com-
pressed voice data to the terminal 40 or request the terminal
40 to send compressed voice data.

When an information security control command is
received from the terminal 40 in common call mode, the
encryption and decryption unit 36 may enter information
security control mode, may perform the exchange of keys
with the encryption and decryption unit (not shown) of a
counterpart information security attachment device, may
decrypt voice data received by the terminal 40 and encrypted
by the counterpart information security attachment device
when the exchange of keys is completed, and may output the
decrypted voice data.

That is, in order to perform an information security
function, the encryption and decryption unit 36 may
exchange encryption keys required for encryption and
decryption with the counterpart information security attach-
ment device through a key exchange protocol, and may then
perform an information security function on the voice data
based on the encryption keys.

The encryption and decryption unit 36 may include a
command processing unit 364, an encryption determination
unit 365, an encryption processing unit 36¢, a transmission
processing unit 36d, a reception processing unit 36e, a
decryption determination unit 36/, and a decryption process-
ing unit 36g.

The command processing unit 36a generates an informa-
tion security control command based on the information
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security request received from the user interface unit 30.
Furthermore, the command processing unit 36a determines
whether or not to perform information security by analyzing
the information security control command received from the
terminal 40. That is, the command processing unit 36a
determines the initiation and termination of the information
security function by analyzing information security control
commands received via the user interface unit 30 and the
reception processing unit 36e, and controls the encryption
determination unit 365, the encryption processing unit 36c¢,
the decryption determination unit 36/, and the decryption
processing unit 36g that perform functions required to
generate an information security channel.

The encryption determination unit 365 activates informa-
tion security mode for voice data compressed by the com-
pression unit 34 in response to the information security
control command received from the command processing
unit 36a. That is, the encryption determination unit 365
transfers voice data, received from the voice coding unit
34b, to the encryption processing unit 36¢ or the transmis-
sion processing unit 364 depending on the status of the
information security request.

When information security mode is activated by the
encryption determination unit 365, the encryption process-
ing unit 36¢ encrypts the voice data compressed by the
compression unit 34.

The transmission processing unit 364 sends an informa-
tion security control command, generated by the command
processing unit 36a, to the terminal 40. Furthermore, the
transmission processing unit 364 sends voice data,
encrypted by the encryption processing unit 36¢, to the
terminal 40. If the information security control command
(also called the information security control message) is
received via the command processing unit 36a during a call,
the transmission processing unit 364 connects the informa-
tion security control command and the identifier of the
information security control command, and sends the infor-
mation security control command instead of voice informa-
tion to the terminal 40 in an in-band signaling manner. In
contrast, if the information security control command is not
received, the transmission processing unit 364 sends the
voice information to the terminal 40.

The reception processing unit 36e sends the information
security control command received from the terminal 40
(i.e., an information security control command transmitted
by a counterpart information security attachment device) to
the command processing unit 36a, and sends voice data
received from the terminal 40 to the decryption determina-
tion unit 36/. In other words, the reception processing unit
36¢ determines whether or not a command identifier is
present in a message received from the channel transmission
and reception unit 38 during a call. If the command identifier
is present, the reception processing unit 36e determines the
received message to be an information security control
command, and then sends the received message to the
command processing unit 36a. If the command identifier is
not present, the reception processing unit 36e determines the
received message to be voice information, and then sends
the received message to the decryption determination unit
RITA

When information security mode is activated by the
command processing unit 36a, the decryption determination
unit 36/ determines to decrypt voice data received from the
terminal 40.

When the decryption determination unit 36f determines to
decrypt the voice data, the decryption processing unit 36g
decrypts the voice data received from the terminal 40.
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It may be understood that the encryption determination
unit 365 and the decryption determination unit 367 determine
whether or not to perform a security function on digital voice
information based on setting information regarding an infor-
mation security function that has been processed by the
command processing unit 36a.

It may be understood that the encryption processing unit
36¢ and the decryption processing unit 36g perform an
information security function on received digital voice infor-
mation using an encryption algorithm based on setting
information regarding the information security function that
has been processed by the command processing unit 36a.
User voice can be safely protected against wire tapping in a
channel through the encryption processing unit 36¢ and the
decryption processing unit 36g while the user voice is being
transmitted.

In FIG. 2, the channel transmission and reception unit 38
performs the transmission and reception of voice data and
the transmission and reception of information security con-
trol commands between the encryption and decryption unit
36 and the terminal 40. In other words, the channel trans-
mission and reception unit 38 converts data into data suit-
able for a channel through which the data is transmitted by
performing processing, such as channel coding, interleaving,
and modulation, on the data, and then sends the converted
data. Furthermore, the channel transmission and reception
unit 38 restores data by performing processing, such as
demodulation, deinterleaving, and channel decoding, on a
signal received via the channel. The information security
attachment device for voice communication according to an
embodiment of the present invention is connected to a
commercial mobile terminal or wired telephone through the
channel transmission and reception unit 38, and then per-
forms a voice communication function.

The conversion unit 42 restores voice data, decrypted by
and received from the encryption and decryption unit 36, to
an analog voice signal, and outputs the analog voice signal.
The conversion unit 42 may include a voice restoration unit
42a configured to restore the compressed voice data,
received from the encryption and decryption unit 36, to the
original digital data (e.g., PCM data), and a D/A conversion
unit 425 configured to convert the digital data, received from
the voice restoration unit 42a, into an analog voice signal.

The voice output unit 44 outputs the analog voice signal
received from the conversion unit 42 so that a user can listen
to the analog voice signal.

The operating principle of the information security attach-
ment device for voice communication according to an
embodiment of the present invention will be described
below based on an example in which an information security
request is made while a common call is being performed.

First, a transmission function will be described in com-
mon call mode, information security call mode, and infor-
mation security control mode.

In common call mode, an analog voice signal received via
the voice input unit 32 is converted into digital voice data
(e.g., PCM data) via the A/D conversion unit 34a. The
generated voice data (e.g., PCM data) is input to the voice
coding unit 345 and compressed by the voice coding unit
34b.

The compressed voice data input to the encryption deter-
mination unit 364 is directly transferred to the transmission
processing unit 364 without passing through the encryption
processing unit 36¢ because current mode is common call
mode. The transmission processing unit 36d transfers the
voice data to the channel transmission and reception unit 38
because there is no information security control message
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received from the command processing unit 36a. Accord-
ingly, the channel transmission and reception unit 38 sends
the voice data to the mobile terminal or wired telephone 40
connected thereto.

In common call mode, when an information security
request is received via the user interface unit 30, the com-
mand processing unit 36a generates an information security
control message and transfers the information security con-
trol message to the transmission processing unit 364. When
the information security control message is received, the
transmission processing unit 364 transfers the information
security control message instead of voice data to the channel
transmission and reception unit 38. The channel transmis-
sion and reception unit 38 transfers the received information
security control message to the mobile terminal or wired
telephone 40 so that the received information security con-
trol message is transferred to the information security attach-
ment device of a counterpart. Here, a process of transmitting
and receiving the information security control message may
be called information security control mode.

Once a key exchange protocol has been performed by
exchanging the information security control messages, the
information security attachment devices for voice commu-
nication on both sides enter information security call mode
from common call mode. Once information security call
mode has been entered, voice data compressed via the voice
input unit 32, the A/D conversion unit 34a and the voice
coding unit 345 is input to the encryption determination unit
365, like in common call mode. Unlike in common call
mode, the encryption determination unit 365 transfers the
voice data to the encryption processing unit 36¢ so that the
voice data is protected because current mode is information
security call mode. Accordingly, the voice data whose
information has been secured is transferred to the transmis-
sion processing unit 364. Here, the transmission processing
unit 364 transfers the voice data whose information has been
secured to the channel transmission and reception unit 38
because there is no message requested by the command
processing unit 36a. Accordingly, the channel transmission
and reception unit 38 sends the voice data whose informa-
tion has been secured to the mobile terminal or wired
telephone 40 connected thereto.

A reception function will be described below in common
call mode, information security call mode, and information
security control mode.

In common call mode, data received via the channel
transmission and reception unit 38 is transferred to the
reception processing unit 36e. The reception processing unit
36¢ checks whether the received data is not an information
security control message, and outputs the received data to
the decryption determination unit 36/. The decryption deter-
mination unit 36f directly transfers the data to the voice
restoration unit 42a because current mode is common call
mode. The voice restoration unit 42a restores the PCM data
received from compressed voice data, and outputs the
restored PCM data to a user using the voice output unit 44
via the D/A conversion unit 425.

If data received via the channel transmission and recep-
tion unit 38 is determined to be an information security
control message, not voice data, in common call mode, that
is, when an information security control message (also be
called an information security control command) is received
from a counterpart information security attachment device,
the reception processing unit 36e transfers the received data
to the command processing unit 36a. If the information
security control message is a normal information security
control message, the command processing unit 36a enters
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information security control mode, and notifies the user
interface unit 30 that current mode is information security
control mode. Accordingly, the user interface unit 30 dis-
plays current information security control status. Further-
more, if it is necessary to transfer the received information
security control message to the counterpart information
security attachment device for voice communication accord-
ing to the procedure of a key exchange protocol in a process
of processing the received information security control
message, the command processing unit 36a requests the
transmission processing unit 364 to send the information
security control message to the counterpart information
security attachment device for voice communication.

When the procedure of a key exchange protocol is com-
pleted by exchanging the information security control mes-
sages, the information security attachment devices for voice
communication on both sides enter information security call
mode. When information security call mode is entered, the
reception processing unit 36e checks that digital data
received via the channel transmission and reception unit 38
is not an information security control message, and transfers
the digital data to the decryption determination unit 36f.
Unlike in common call mode, the decryption determination
unit 36f transfers the received data to the decryption pro-
cessing unit 36g so that voice data whose information has
been secured is decrypted into compressed voice data of
plain text because current mode is information security call
mode. The decrypted compressed voice data is output to a
user via the voice restoration unit 42a, the D/A conversion
unit 425, and the voice output unit 44.

FIG. 3 is a diagram illustrating a method of processing the
voice communication information security function of the
information security attachment device for voice communi-
cation according to an embodiment of the present invention.

When the user of an information security attachment
device A for voice communication that performs a common
voice call requests information security via the user interface
unit 30, the information security attachment device A for
voice communication notifies the user that an information
security procedure is being performed. The command pro-
cessing unit 36a generates an information security control
message required to perform a key exchange protocol, and
requests the transmission processing unit 364 to send the
information security control message instead of voice infor-
mation. Accordingly, the information security control mes-
sage is transmitted from the transmission processing unit
36d of the information security attachment device A for
voice communication to an information security attachment
device B for voice communication via the channel trans-
mission and reception unit 38. When the information secu-
rity control message instead of voice information is
received, the reception processing unit 36¢ of the informa-
tion security attachment device B for voice communication
transfers the received information security control message
to the command processing unit 36a. The command pro-
cessing unit 36a of the information security attachment
device B for voice communication provides notification that
an information security procedure has been entered via the
user interface unit 30 of the information security attachment
device B, and performs a key exchange protocol required to
form an information security channel based on the received
information security control message. If it is necessary to
send a message according to the procedure of the key
exchange protocol, the command processing unit 36a gen-
erates an information security control message to be trans-
mitted to the information security attachment device A, and
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transfers the generated information security control message
to the transmission processing unit 364.

When the execution of the key exchange protocol is
completed between the information security attachment
device A for voice communication and the information
security attachment device B for voice communication
according to the above-described procedure, the information
security channel has been set up. Once the information
security channel has been set up, the command processing
units 36a of the information security attachment device A
and the information security attachment device B notifies the
respective user interface units 30 of the initiation of infor-
mation security, and thus all pieces of subsequent user voice
information are protected and transmitted.

FIG. 4 is a flowchart illustrating the voice transmission
function of an information security method for voice com-
munication according to an embodiment of the present
invention.

First, when the transmission of voice information starts,
digitally coded voice information is generated via the voice
input unit 32, the A/D conversion unit 34a and the voice
coding unit 34H, and then transferred to the encryption
determination unit 364 at step S10.

The encryption determination unit 365 determines
whether or not to encrypt the voice information by deter-
mining whether or not an information security function for
voice communication has been activated at step S12.

If, as a result of the determination, it is determined that the
voice information needs to be encrypted (“YES” at step
S12), the encryption determination unit 365 sends the voice
information to the encryption processing unit 36c. The
encryption processing unit 36¢ encrypts the voice informa-
tion and transfers the encrypted voice information to the
transmission processing unit 364 at step S14.

If, as a result of the determination, it is determined that the
voice information does not need to be encrypted (“NO” at
step S12), the encryption determination unit 365 directly
transfers the coded voice information to the transmission
processing unit 364 so that the transmission processing unit
36d sends the coded voice information at step S24.

Next, the transmission processing unit 364 determines
whether or not an information security control message
transmission request from the command processing unit 36a
is present at step S16.

If, as a result of the determination, it is determined that the
information security control message transmission request is
present (“YES” at step S16), the transmission processing
unit 36d transfers an information security control message to
the channel transmission and reception unit 38 and also
requests the channel transmission and reception unit 38 to
send the information security control message at step S18. In
response to the request, the channel transmission and recep-
tion unit 38 sends the information security control message
to the terminal 40 (e.g., the mobile terminal or wired
telephone) of a counterpart at step S20.

In contrast, if, as a result of the determination, it is
determined that the information security control message
transmission request is not present (“NO” at step S16), the
transmission processing unit 36d transfers previously
encrypted voice information or coded voice information to
the channel transmission and reception unit 38 at step S26.
Accordingly, the, channel transmission and reception unit 38
sends the encrypted voice information or the coded voice
information to the terminal 40 (e.g., a mobile terminal or a
wired telephone) of a counterpart at step S28.
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The above-described voice transmission function is
repeatedly performed until the voice communication is
terminated (“YES” at step S22).

FIG. 5 is a flowchart illustrating the voice reception
function of an information security method for voice com-
munication according to an embodiment of the present
invention.

First, when the reception of voice information transmitted
by the terminal 40 (e.g., a mobile terminal or a wired
telephone) starts, the channel transmission and reception
unit 38 transfers the received message to the reception
processing unit 36e at step S30.

The reception processing unit 36e determines whether or
not the received message is an information security control
message by analyzing the received message at step S32.

If, as a result of the determination, it is determined that the
received message is an information security control message
(“YES” at step S32), the reception processing unit 36e
transfers the received message to the command processing
unit 36a and the command processing unit 36a performs an
information security control function on the received mes-
sage at step S42.

If, as a result of the determination, it is determined that the
received message is not an information security control
message (“NO” at step S32), the reception processing unit
36¢ transfers the received message to the decryption deter-
mination unit 36/

Next, the decryption determination unit 36/ determines
whether or not information security has been activated at
step S34.

If, as a result of the determination at step S34, it is
determined that the received message needs to be decrypted
in response to the activation of information security call
mode, the decryption determination unit 36f transfers the
voice information, received from the reception processing
unit 36e, to the decryption processing unit 36g. The decryp-
tion processing unit 36g decrypts the secured voice infor-
mation and transfers the decrypted voice information to the
voice restoration unit 42a at step S36.

In contrast, if, as a result of the determination at step S34,
it is determined that the received message does not need to
be decrypted, the decryption determination unit 36/ directly
transfers the voice information, received from the reception
processing unit 36e, to the voice restoration unit 42a at step
S44.

The voice information transferred to the voice restoration
unit 424 as described above is voice information in digitally
coded form. Thus, the voice information is converted into a
form which can be listened to via the voice restoration unit
42a, the D/A conversion unit 426 and the voice output unit
44 and is then output at step S38.

Like the voice transmission function, the above-described
voice reception function is repeatedly performed until the
voice communication is terminated (“YES” at step S40).

As described above, the present invention can protect the
voice information of a user without an additional change or
function using a commercial mobile terminal or digital
wired telephone to which a Bluetooth headset or a receiver
can be connected.

If users on both sides who make a call by connecting the
information security attachment devices for voice commu-
nication according to the present invention to their commer-
cial mobile terminals or digital wired telephones want to
protect voice information and when the user presses the
information security request button of the information secu-
rity attachment device, a key exchange protocol is per-
formed between the information security attachment devices
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in an in-band signaling manner, and thus an end-to-end
information security channel is set up. Accordingly, illegal
wire tapping and eavesdropping by a third party can be
prevented because voice information is exchanged via the
information security channel set up between the information
security attachment devices on both sides.

That is, user voice information can be protected in an
end-to-end manner without an additional change of or an
addition function for a commercial mobile terminal or wired
telephone to which a device, such as a headset or a wireless
telephone receiver, can be connected.

Although the preferred embodiments of the present inven-
tion have been disclosed for illustrative purposes, those
skilled in the art will appreciate that various modifications,
additions and substitutions are possible without departing
from the scope and spirit of the invention as disclosed in the
accompanying claims.

What is claimed is:

1. An information security device for voice communica-
tions between terminals in a network, comprising:

one or more units being configured and executed by a
processor using algorithms which associated with least
one non-transitory storage device, the algorithms which
when executed, causes the processor to perform the one
or more units, the one or more units comprising,

a user interface unit configured to receive an information
security request from a user, and to display whether or
not information security is being performed;

a compression unit configured to compress a voice signal
received from the user by digitizing the voice signal;

an encryption and decryption unit configured to encrypt
the compressed voice data in response to detection of
an information security request from the user or in
response to detection of an information security control
command of a counterpart information security attach-
ment device,

the encryption being performed by exchanging keys
between a terminal of the user and the counterpart
information security attachment device to make the
voice data in security based on the keys, the keys for
encryption and decryption the voice data through key
exchange protocol, and

in response to detection of completion of the exchanging
keys,

to request the terminal of the user to send the encrypted
voice data,

to decrypt the encrypted voice data received from the
terminal in response to detection of an information
security request or in response to detection of an
information security control command of the counter-
part information security attachment device, and

to output the decrypted voice data; and

a conversion unit configured to restore the voice data
decrypted by the encryption and decryption unit to an
analog voice signal, and to output the restored analog
voice signal.

2. The information security attachment device of claim 1,
wherein when the information security request or the infor-
mation security control command of the counterpart infor-
mation security attachment device is received in common
call mode, the encryption and decryption unit enters infor-
mation security control mode, exchanges keys with the
counterpart information security attachment device,
encrypts the compressed voice data when the exchange of
keys is completed, and requests the terminal to send the
encrypted voice data.
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3. The information security attachment device of claim 1,
wherein when the information security request or the infor-
mation security control command of the counterpart infor-
mation security attachment device is received in common
call mode, the encryption and decryption unit enters infor-
mation security control mode, exchanges keys with the
counterpart information security attachment device,
decrypts the encrypted voice data received from the terminal
when the exchange of keys is completed, and outputs the
decrypted voice data.

4. The information security attachment device of claim 1,
wherein the key exchange protocol is configured to perform
an information security function, and to perform the infor-
mation security function on the voice data based on the
encryption key.

5. The information security attachment device of claim 1,
wherein the encryption and decryption unit comprises:

a command processing unit configured to generate an
information security control command in response to
the information security request, and to determine
whether or not to perform information security by
analyzing the information security control command
received from the terminal;

an encryption determination unit configured to activate
information security mode for the voice data, com-
pressed by the compression unit, in response to the
information security control command from the com-
mand processing unit;

an encryption processing unit configured to encrypt the
voice data compressed by the compression unit when
the information security mode is activated by the
encryption determination unit;

a transmission processing unit configured to send the
information security control command of the command
processing unit to the terminal, and to send the voice
data encrypted by the encryption processing unit to the
terminal;

a decryption determination unit configured to determine
whether or not to decrypt the voice data received by the
terminal when the information security mode is acti-
vated by the command processing unit;

a decryption processing unit configured to decrypt the
voice data received by the terminal when the decryp-
tion determination unit determines to decrypt the
received voice data; and

a reception processing unit configured to send the infor-
mation security control command, received by the
terminal, to the command processing unit, and to send
the voice data, received by the terminal, to the decryp-
tion determination unit.

6. The information security attachment device of claim 5,
wherein the transmission processing unit connects the infor-
mation security control command and an identifier of the
information security control command when the information
security control command is received via the command
processing unit, and sends the information security control
command instead of the voice data to the terminal in an
in-band signaling manner.

7. The information security attachment device of claim 6,
wherein the transmission processing unit sends the voice
data, encrypted by the encryption processing unit, to the
terminal in response to detection of information security call
mode entered by exchanging the information security con-
trol commands with the terminal.

8. The information security attachment device of claim 5,
wherein the decryption processing unit performs a decryp-
tion operation on the encrypted voice data received from the
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reception processing unit using a method corresponding to
the encryption processing unit, and sends results of the
decryption operation to the conversion unit.

9. The information security attachment device of claim 5,
wherein the command processing unit determines initiation
and termination of an information security function by
analyzing the information security control command
received via the user interface unit and the reception pro-
cessing unit.

10. The information security attachment device of claim
1, wherein the user interface unit comprises:

an input unit configured to receive a request for and
termination of a call and a request for and termination
of information security; and

a display unit configured to display call status and whether
or not information security is being performed.

11. The information security attachment device of claim
1, further comprising:

a channel transmission and reception unit configured to
transmit and receive the voice data and the information
security control command between the encryption and
decryption unit and the terminals.

12. The information security attachment device of claim
1, wherein the terminal of the user comprises at least one of
a mobile terminal and a wired telephone.

13. A computer implemented information security method
between two terminals in a network for voice communica-
tion, comprising:

receiving, by a hardware processor, an information secu-
rity request from a user, and displaying whether or not
information security is being performed;

compressing, by a hardware processor, a voice signal
received from the user by digitizing the voice signal;

encrypting, by a hardware processor, the compressed
voice data in response to detection of an information
security request from the user or in response to detec-
tion of an information security control command of a
counterpart information security attachment device, the
encryption being performed by exchanging keys
between a terminal of the user and the counterpart
information security attachment device to make the
voice data in security based on the keys, the keys for
encryption and decryption the voice data through key
exchange protocol and

in response to detection of completion of the exchange
keys, requesting, by a hardware processor, the terminal
of the user or the counterpart information security
attachment device to send the encrypted voice data;

decrypting, by a hardware processor, encrypted voice data
received from the terminal in response to detection of
an information security request or in response to detec-
tion of an information security control command of the
counterpart information security attachment device,
outputting the decrypted voice data;

restoring, by a hardware processor, the decrypted and
output voice data to an analog voice signal and out-
putting the restored voice signal.

14. The information security method of claim 13, wherein
encrypting the compressed voice data and sending the
encrypted voice data to the terminal comprises:

entering information security control mode when the
information security request or the information security
control command is received in common call mode,
and exchanging keys with the counterpart information
security attachment device; and
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encrypting the compressed voice data when the exchange
of keys is completed, and requesting the terminal to
send the encrypted voice data.

15. The information security method of claim 13, wherein
decrypting the encrypted voice data and outputting the
decrypted voice data comprises:

entering information security control mode when the

information security request or the information security
control command is received in common call mode,
and exchanging keys with the counterpart information
security attachment device; and

decrypting the encrypted voice data received from the

terminal when the exchange of keys is completed, and
outputting the decrypted voice data.

#* #* #* #* #*

10

15

18



